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Abstract—In this paper, we explore the fundamental limits
of heterogeneous distributed detection in an anonymous sensor
network with n sensors and a single fusion center. The fusion
center collects the single observation from each of the n sensors
to detect a binary parameter. The sensors are clustered into
multiple groups, and different groups follow different discrete
distributions under a given hypothesis. The key challenge for the
fusion center is the anonymity of sensors — although it knows the
exact number of sensors and the distribution of observations in
each group, it does not know which group each sensor belongs to.
It is hence natural to consider it as a composite hypothesis testing
problem. We focus on the Neyman-Pearson setting and give
upper and lower bounds of the error exponent of the worst-case
type-II probability of error as n tends to infinity, assuming the
number of sensors in each group is proportional to n. Our results
elucidate the price of anonymity in heterogeneous distributed
detection. The results are also applied to distributed detection
under Byzantine attacks, which hints that the conventional simple
hypothesis testing approach might be too pessimistic.

A full version of this paper is accessible at:
http://homepage.ntu.edu.tw/~ihwang/Eprint/isit1 8hd.pdf

I. INTRODUCTION

In wireless sensor networks, the cost of identifying indi-
vidual sensors increases drastically as the number of sensors
grows. For distributed detection [1], when the observations fol-
low i.i.d. distributions across all sensors, identifying individual
sensors is not very important. When the fusion center can fully
access the observations, the empirical distribution (types) of
the collected observation is a sufficient statistics. When the
communication between each sensor and the fusion center
is limited, for binary hypothesis testing it is asymptotically
optimal to use the same local decision function at all sensors
[2]. Hence, anonymity is not a critical issue for the classical
(homogeneous) distributed detection problem.

However, when the distributions of the observations are
heterogeneous, that is, the distribution of the observation varies
across sensors, sensor anonymity may deteriorate the perfor-
mance of distributed detection, even for binary hypothesis test-
ing. One such example is distributed detection under Byzantine
attack [3], where a fixed number of sensors are compromised
by malicious attackers and report fake observations following
certain distributions. Even if the fusion center is aware of the
number of compromised sensors and the attacking strategy that
renders worst-case detection performance (the least favorable
distribution as considered in [4]-[6]), it is more difficult to
detect the hidden parameter when the fusion center does not
know which sensors are compromised.

In this paper, we aim to quantify the performance loss due to
sensor anonymity in heterogeneous distributed detection, with
n sensors and a single fusion center. Each sensor (say sensor
i, © € {1,...,n}) has a single random observation X;. The
goal of the fusion center is to estimate the hidden parameter
6 € {0,1} (that is, binary hypothesis testing) from the
collected observations. The distributions of the observations,
however, are heterogeneous — observations at different sensors
may follow different sets of distributions. In particular, we
assume that these n sensors are clustered into K groups
{Zy,....,Zx}, and group Z; C {1,...,n} comprises nay
sensors, for k = 1,..., K. Under hypothesis Hy, 6 € {0, 1},

X; ~ Pg;k, for i € 7.

Moreover, the sensors are anonymous, that is, the collected
observations at the fusion center is unordered. In other words,
although the fusion center is fully aware of the heterogeneity
of it observation, including the set of distributions {Py.;, | 6 €
{0,1}, k =1,..,K} and {ay | k = 1,..., K}, it does not
know what distribution each individual sensor will follow.

To overcome the difficulty of not knowing the exact dis-
tributions of the observations, we formulate the detection
problem as a composite hypothesis testing problem, where
the length-n vector observation follows a product distribution
within a finite class of n-letter product distributions under
a given parameter 6. The class consists of (., " _ )
possible product distributions, each of which follows one
of the (nal,.inax) possible partitions of the sensors. The
fusion center takes all the possible partitions into consideration
when detecting the hidden parameter. We focus on a Neyman-
Pearson setting, where the goal is to minimize the worst-case
type-II probability of error such that the worst-case type-I
probability of error is not larger than a constant. As a first
step towards understanding the performance loss due to sensor
anonymity, our goal is to characterize the error exponent of the
minimum worst-case type-II probability of error as n — oo
with {ay | k= 1,..., K} being fixed.

Our main contribution is a set of upper and lower bounds
on the error exponent. For the achievability, we develop a
threshold test on the KullbackLeibler (KL) divergence from
a chosen distribution to the empirical distribution (type) of
the collected observations, similar to the Hoeffding test [7].
The resulting lower bound on the error exponent is the
minimization of a linear combination of KL divergences with
the k-th term being D (Uy, || P1,) and oy, being the coefficient,



for £ = 1,..., K. The minimization is over all possible dis-
tributions Uy, ..., U such that S v, apUy = S p, i Pou.
For the converse, we relax the composite testing problem to a
simple one, where the null hypothesis is a tailored mixture
of several m-letter heterogeneous product distributions, and
the alternative hypothesis is a specific n-letter heterogeneous
product distribution. The resulting upper bound on the error
exponent takes the same form as the lower bound except that
the constraint in the minimization is slightly relaxed.

As a by-product, we apply our results for K = 2 to
the distributed detection problem under Byzantine attack and
further obtain bounds on the worst-case type-II error exponent.
Compared with the worst-case exponent in an alternative
Bayesian formulation [3] where the observation of sensors are
assumed to be i.i.d. according to a mixture distribution, it is
shown that the worst-case exponent in the composite testing
formulation is strictly larger. This hints that the conventional
approach taken in [3] might be too pessimistic.

II. PROBLEM FORMULATION

Following the description of the setting in Section I, let us
formulate the composite hypothesis testing problem. Let o (i)
denote the label of the group that sensor i belongs to. This
labeling o(-), however, is not revealed to the fusion center.
Hence, the fusion center needs to consider all (
possible o : {1,...,n} = {1,..., K} satisfying

i |ol) =k} = na, YE=1,.. K, ()

n )
nal,...,nNKg

and decides whether the hidden # is O or 1. For notational
convenience, let v denote the vector [al « K] T, and let
Sn.,a denote the collection of all labelings satisfying (1).

Hence, the fusion center is faced with the following com-
posite hypothesis testing problem:

Ho: X" ~Po.o £ ' Poo(s), for some o € S .

The observations take values in a finite alphabet X, and hence
Py, € Py forall 0 € {0,1} and k € {1, ..., K}, where Py
denote the collection of all possible distributions over X.

The worst-case type-I and type-II probability of error of a
decision rule ¢ are defined as

P (¢) £ max Po, {#(X") =1} (Type I
Pu™(¢) £ max P, {o(X") =0} (Type ID).

Our focus is on the Neyman-Pearson setting: find a decision
rule ¢ satisfying P (¢) < € such that Py(™(¢) is mini-
mized, and let us use 3" (e, @) to denote the minimum type-
II probability of error. For the asymptotic regime, we aim to
explore if 3(™ (¢, o) decays exponentially fast as n — oo with
a fixed, and characterize the corresponding error exponent.
For notational convenience, we define upper and lower bounds
on the exponent:

() £ limsup, ., {—log, 5 (¢, 1)}

F*
E*(e, ) £ liminf,, o {—1 log, B (e, a)}.

Remark 2.1: The original distributed detection problem [1],
[2], [6] involves local decision functions at the sensors to
address the limited communication between each sensor and
the fusion center. In this work, we neglect this part and assume
that the fusion center can collect all unordered observations,
in order to focus on the impact of anonymity.

III. MAIN RESULTS
A. Bounds on the Exponent

Theorem 3.1 (Lower Bound on the Exponent): Ve € (0,1),
E*(e,a) > min

K
- UePa)X Zk:l arD (U || Prix)

subject to aTU = aTP,

2

Here U 2 [U 1 UK] T denotes a K -tuple of distributions,
and similarly Py £ [Py PO;K]T. Hence, a'U =
Zf:l a, Uy denotes the mixture of distributions. For nota-
tional convenience, denote the specific mixture distribution
aTPy as My(a), representing the mixture of distributions in
Ho with respect to mixing parameter c.

Proof Sketch: To achieve the desired error exponent,
consider the following threshold test: we accept the null
hypothesis H, when the type (empirical distribution) of
the observations, denoted as II,» (see Appendix A for the
definition) , close to My(a) within a threshold ¢,. More
precisely, the acceptance region is defined as A" = {z" :
D (In ||Mo(ex)) < €,}. The key observation is that for all
samples X™ drawn from IPy.,, regardless of which o, their type
converges to My(a) according to the law of large numbers.
Hence if we properly choose a threshold e,, the acceptance
region A" defines a level-¢ test (i.e. a test with P < ¢
for any € > 0. Note that we can choose €, — 0. It can be
shown that under H1, Py,pr { A} — 27n(E7(ea)+o() for
any ¢’. Details are left in Appendix A of the full version. W

Theorem 3.2 (Upper Bound on the Exponent): Ve € (0,1),

K
> oD (Ukl|Pu)

—k

E (e,a) < min

Ue(Px)™
BGRK x K (3)
subject to  (B);; >0V4,j, Ba=a«a
U=B"F
Proof: See Section IV. The proof of all related lemmas
can be found in Appendix B of the full version. [ |

Remark 3.1: Tt can be readily seen that the minimization
problem in (3) is more restrictive than that in (2), since any
K-tuple of distributions U satisfying the constraint in (3), that
is, U = BTP, and Ba = « for some B, will also satisfy the
constraint in 2): aTU = a"BTPy = a™F,.

Though in general, the upper and lower bound do not
match, they do in some non-degenerate regimes, and the error
exponent can be specified there. Note that the upper and
lower bound are characterized by convex programs, due to
the convexity of KL divergence and probability simplex, so it
is not hard to compute the bounds.

For ease of illustration, in the rest of this section we restrict
our discussions and derivations to the special case of binary



alphabet, that is, |X| = 2, and K = 2 groups. Let Py, =
Ber(pg) and Py.o = Ber(gg), for 6 = 0, 1. Since there are
only two groups, we set @ = [1 —a «]'. In Figure 1, we
give two examples where the bounds match and do not match,
respectively.

E(e, ) (po.p1) = (0.6,0.8), (q0,41) = (03,0.8)

E(e, )

(po,p1) = (0.3,0.8), (@0, 1) = (0.8,0.2)
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(a) Upper bound matches lower (b) Upper and lower bound not tight
bound

Fig. 1: Price of anonymity

To quantify the price of anonymity, note that when the
sensors are not anonymous (termed the “informed” setting),
it becomes a simple hypothesis testing problem, and the error
exponent of the type-II probability of error in the Neyman-
Pearson setting is straightforward to derive:

* K
Elnformed(a) = Zk:l OékD (Po;k’ ||P17k) .

Numerical examples are given in Figure 1 to illustrate the
price of anonymity versus the mixing parameter a. In general,
anonymity may cause significant performance loss. In certain
regimes, the type-II error exponent can even be pushed to zero.

B. Distributed Detection with Byzantine Attacks

We further apply the results to distributed detection with
Byzantine attacks, where the sensors are partitioned into
two groups. One group consists of n(l — «) honest sensors
reporting true i.i.d. observations, while the other consists of
na Byzantine sensors reporting fake i.i.d. observations. Here
we again neglect the local decision function and assume that
each sensor can report its observation to the fusion center.
The true observations follow P i.i.d. across honest sensors,
while the fake ones follow Qg i.i.d. across Byzantine sensors,
for & = 0, 1. In general, QQy is unknown to the fusion center,
but in terms of error exponent, one can find the least favorable
Qo, @1 which minimize the error exponent. Hence, our results
can be applied here and arrive at the upper and lower bounds
for the worst-case type-II error exponent as follows:

Upper bound (Converse):

oo™, (L=a)DUIR) +aD (V]Q1)
BER?*2 (B);,;>0 Vi,j

B[l—a a}T: [1—04 a]T

[U V]T =BT[R, QO]T

subject to

Lower bound (Achievability):

! 1—-a)D(U|P D(V
oot . (1—a)DU[IP)+aD(V[Q) “

subject to (1 —a)U 4+ oV = (1 — a) Py + aQo

In [3], it assumes that each sensor can be Byzantine
with probability «, and hence it becomes a homogeneous
distributed detection problem, where the observation of each
sensor follows a mixture distribution (1 — ) Py + aQg under
hypothesis 6, i.i.d. across all sensors. The worst-case exponent
of type-II probability of error, as derived in [3], is hence

D(1-a)Ph+aQo||(1—a)P+aQ1). (5)

min
Qo,Q1EPx
We see that the achievable type-II error exponent (4) in our
setting is always greater than that in the i.i.d. scenario (5)
(and is strictly larger for some «) due to the convexity of KL
divergence, implying the i.i.d. mixture model [3] might be too
pessimistic. Figure 2 shows the numerical evaluation.

(po,p1) = (0.1,0.9)
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Fig. 2: Comparison between i.i.d. and our setting

IV. PROOF OF THE CONVERSE UPPER BOUND

In this section, we prove Theorem 3.2. To deal with the
composite hypothesis testing problem, we first argue that any
relaxed simple testing problem gives us an upper bound.
Suppose there exists a test ¢ such that

Pe(™(¢) <e, and Py™(g) < 27",

then the following simple testing problem must exist a level-e
test with type-II error exponent greater than E:

Ho: X" ~ > wePopr vs. Hi: X"~ P, (6)

0'ESn,

where w,s is an arbitrary prior distribution of Pg.,s. The
reason is as follows: since PF(")(qb) < ¢, let A™ be the Ho-
acceptance region of this given test ¢ (i.e. ¢~1(0)), we have
for any 0’ € S, o, Po.or {A(”)} > 1 —¢, and the same holds
for the mixture of all these IPy., . Therefore, simply choosing
A as the acceptance region gives us a level-¢ test for the
relaxed testing problem. Moreover, since PM(")(q’)) < 9—nk
which means Py, { A} < 27" for all o, the type-II error
exponent is at least I for any o.

Our approach to upper bound the type-II error exponent can
be summarized as follows. First, pick a specific Pi., € Hq,



and mix Pg.,» € Ho with respect to a prior distribution we-

to obtain a relaxed simple hypothesis testing problem. Then,

apply a strong converse lemma [8] for simple hypothesis test-

ing, we obtain an upper bound for the type-II error exponent.

Hence, the problem boils down to choosing a good prior on

the hypothesis class Ho to minimize the type-II error exponent.
The rest of the proof is organized as follows:

1) First, construct a prior on Hy with respect to a mixing
matrix B € RE*K_ This matrix B determines those
Po.or € Ho upon which we choose to assign uniform
prior. For those Py.,» € H that are not chosen by B,
we assign zero prior. Hence, B gives a specific relaxed
simple testing problem (6).

2) Then, apply the strong converse lemma (Lemma 4.2) to
obtain a multi-letter upper bound on the type-1I error
exponent of the relaxed simple testing problem (6).

3) Finally, we single-letterize the multi-letter bound and
show that it is upper bounded by (3).

Part 1 (Construction of prior wg):  First, let Py, be the
picked one in H;. Let Z; £ o71(4) denote the collection of
indices in group ¢ with respect to the labeling o.

Let B £ [by bi] € REXEK (B);; > 0 Vi,j, be
the mixing matrix; that is, the i-th column b; characterizes
the component of mixed distribution in Z;. Note that B must
satisfy the constraint Ba = «, so that the total number of
elements in each group remains the same. For convenience,
assume for all i, € {1,..., K}, noy;, n(B); jo; are all non-
negative integers, and denote them as n; and n;; respectively.

Now, consider the following prior distribution on H,.
Put uniform prior on those Py, satisfying the condition
|I§ ﬂL-’ = n;; for all j, where 7} = o’~'(j), as Figure 3
illustrates. In particular, we set the prior

-1
0 = (o) G i) = G o)) D

for all ¢’ such that |I]’ DL‘ = n;j, and zero otherwise.

ni ' N2 ' ' nK
Pio(2"): T , || Z | @Oxn
] ] D Ié
Poor (") -] [ [[- [ [ &z
ni1 N2 NKK

MK N2 M2k | HOS!

Fig. 3: Py,,» which satisfying the condition |Ij’ N L—| = N

Then, we claim in the lemma below that the mixed dis-
tribution can be decomposed into the product measure with
respect to the partition Z;. For notational convenience, we
denote x7, = {x; | j € Z;} as the subsequence.

Lemma 4.1: If we choose the weights w,s as in equa-
tion (7), then

5> wor (T oo (a5)

U’E‘Sn,a

i=1 U;GSni)bi

=

We! H PO;Ué(j)(xJ
JEL;

where o} : Z; — {1, ..., K'} is the labeling o’ restricted on Z;.
The weights w,: satisfy the following equation:

—1
W) it forall j, [0l

ng
Wy! = ( v
i M1y 3MNg

and zero otherwise.

In other words, Py, (zz,) is the uniform mixture of all
distributions PPy, defined on xz,, such that ‘afl(j)‘ = N5,
as illustrated in Figure 4. Again, recall that n;; £ na;(B); j,
so the matrix B determines the prior we put on H,.

(J)| = Nyj

Lm0
]P)l;or(w>: Z; Oz
i Oz
Py (@z,) [T m=
111 Mg Nk,
Fig. 4: Example of Py, (@7,) satisfying |0} ' (j)| = ni;.

Py, (zz,) are the uniform mixture over all such Py, (zz,).
Part 2 (Applying strong converse bound for simple hypoth-

esis testing): So far, we have relaxed the original composite

testing problem to the following simple testing problem:

K
7‘[0 ~ Z wU’PO;U’ = HP(])(flbl (:I:L) (®)
O'/ESn,a 1=1
~ n K
Hl X"~ HJJ1;0 = H Pl;o'(j)(‘rj) = Hpig,)znb(mlz)v (9)
j=1 i=1

where the superscript ‘®n;’ denotes the i.i.d. extension. Next,
the strong converse lemma [8] below will then be used to find
upper bounds of the type-II error exponent.

Lemma 4.2 (Strong Converse [8]): For any probability
measures P, Q on sample space X', measurable set B C X,
and any 7 > 0, the following bound holds:

> 7} |

P(dX)

Q(dX)

Now, let B") C X™ be the acceptance region of an

arbitrary level-e test of H, against H, with type-II error
exponent being F,,. Plugging into (8) and (9), we have

P{B} -27Q{B} <P {log

K
Fo'y, {BM} >1—¢ and [] Pf?i"i {BM) < 27nFn,
- i=1

For notational convenience, let P,,{dz™} and Q,,{dz"} be the
measures in (8) and (9) respectively. By Lemma 4.2, we have
for any n,

1
1—e—P, <log Q“((Zf(“)) > %)
Part 3 (Single-letterization):

Pn {log o (an))
Py, (w1,)

{Zl P®n ( Ii)

nE, <~v,+log . (10)

If v, is chosen such that

>}
(11)
> ’yn} —0



as n — oo, then (10) tells us liminf ~, /n is an upper bound
of the type-II error exponent. e

The following proposition is the key to the single-
letterization step.

Proposition 4.1: For any § > 0, choosing 7, as below
satisfies the requirement of (11) (recall that My (b;) = bl Py):

=N ZO[,L M() ) ||P177,)+(5 (12)
and hence E (¢, ) < Z —10; D (My(b;) || Prys)-

Proof of Proposition 4.1: To prove the proposition, we
begin with analyzing (11). Observe that

log
3 o
K
P(;nb( Ii)

i=1 1%

Za D (Mo(b;) [ Pri) + 6

Mo(b;) || Pr;i) + 6)

Then, applying union bound, we obtain

Zl P@m Zm (B0) | Pri) + )
14 'i
K
(mzi)
< Z ®7 > n; (D (Mo(b;) || Prsi) + 0)
i—1 (wl—m)
Our goal is to show that for all Z; and § > 0,
Py (x,
Pl;i L(wzqz)
(13)

as n — oo. Note that P,, is mixture of probability measures
defined on X", but the event

log P?ébi(m) > n; (D (Mo(b;) || Pr) +0)
Pt ()

only depends on xz, {z; | j € Z;}. According to
Lemma 4.1, P,, can be decomposed into a product measure
with respect to Z;, that is,

Po= 5 wer (I Poor (@) =TT, B, (@2.),

Ulesn,(x

and hence after marginalized over all Z;/, i’ # 4, (13) can be
written as

P(iab,; (wL>
Pf?f"i (wL)

With the above manipulations, to show that (13) holds,
we prove the following key lemma. With this lemma, (13)
converges to 0, and thus (11) holds.

Lemma 4.3: Let Py, (1

Py, 4 log ni (D (Mo(b;) || Pri) +0)

.) be the mixture defined on @7,
as described before, and P{>* be the i.i.d. extension of single-
letter distribution P;.;. Then as n — oo,

P, (z1,)

—a—— >n; (D (
PfG;i I(mzi)

P()rflb,i log Mo(bl) le;i) =+ (5) — 0.

The proof of this lemma involves typical sequences and
Chebyshev inequality. The details can be found in Appendix B
of the full version. u

Notice that we only require that b; be a valid mixture vector,
that is, Ba = o and (B);; > 0 for all 4,5 € {1,...,K}.
Hence the upper bound can be chosen as the minimum over
all feasible B, which establishes Theorem 3.2.

V. CONCLUSION

In this paper, we explore the heterogeneous distributed
detection problem with sensor anonymity. To address sensor
anonymity, a composite hypothesis testing approach is taken.
Focusing on the Neyman-Pearson setting, we prove non-trivial
upper and lower bounds of the worst-case type-II error expo-
nent. Unlike the settings considered in robust hypothesis test-
ing literatures [4]—-[6], since the hypothesis classes considereds
in our framework is discrete, the least favorable distribution
might not exist. To circumvent the difficulty, for achievability
we propose a type-based test similar to the Hoeffding test [7].
For the converse, we relax the composite testing problem to a
tailed simple testing problem and prove the single-letterization
of the error exponent lower bound using typical sequences and
Chebyshev inequality.

In the follow-up work [9], we further specified the optimal
test, termed mixture likelihood ratio test, which is a random-
ized threshold test based on the ratio of the uniform mixture
of all the possible distributions under one hypothesis to that
under the other hypothesis. Moreover, we showed that the
achievability bound (2) in this version is indeed tight, closing
the gap between the upper and lower bounds.
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APPENDIX A
PROOF OF ACHIEVABILITY

Let us introduce some notations.
o First, recall that

K
My (o) = ZakPg;k, where o = [y, ..., axc]T

i=1
(n1,...,ni) = (N, ..., nag) .
« For a sequence z™ € X™, where X = {aj,as,...,aq}, its type (empirical distribution) is defined as
Iy = [w(a1]|z™), w(as|z™), ..., 7(agqlz™)],

where 7(a;|2™) is the frequency of a; in the sequence z™, that is,

n ]' .
7T(a1‘|x ) = E Z ]]-{wj:ai}'
j=1
o For a given length n, we use P,, to denote the collection of possible "n-type" of length-n sequences. In other words,
P = {['41’127”.727;1] ‘Vih...,id S NU{O},il +ig 4 +ig :n}.
e Let U € P, be an n-type. The type class T,(U) is the set of all length-n sequences with type U,

T,(U) & {z" € X" |In = U}.

Before proving the achievable bound, let us consider the following lemma.
Lemma A.1: Ve, >0 and Vo € Sy, a,
Ed]

Po.o {X™ : D (Ilxn || My () > €n} < 9= (en— 15 (log(ni+1)+++log(nk +1)))

Lemma A.2: Let R € P,, and define the region Ag) 2 {2": D (I |R) < €,} € X™. Then for all 0 € S, 4,

K
Puo {AR} < <H |7>nk|> 9=nD; — g=n(Dito(1)
k=1

Where D: = min OélD (Ul ||P1;1) + .. + O[KD (UK ||P1,K) .
U€EPn X XPry,
D(a™U || R)<e,

Note that here we use aTU to denote Zle apUp.
Moreover, if lim ¢, — 0, then we have

n—oo
lim D = min a1 DU |Pia)+--+axD Uk |Pi.x)- (14)
n—oo Ue(Px)¥
aTU=R

Proof of Thoerem 3.1: The acceptance region with respect to test ¢ is A((;) = {z" | D (Il || My (¢)) < €, }. Hence

applying lemma A.1 with
X 1
¥ (log(ny +1)+...+10g(nK+1))+log( ) /n,

€, = — _
n €

we see that for any o € S, .,

)\ _ n
Py, {<A¢ > } =Po.o {X": D (Il || My () > €5}
< g n(en— 1 (ZIC, log(ni+1)))

and thus
Pe™ () < e.



Second, observe that €, — 0 as n — oo. Applying lemma A.2 and plugging in R = Mj (a), we obtain

e, @) > i X E oD (Uy || )
E* (e, min D (U || Pr1.x
L (€ G(lx) o Ok k1K

subject to aTU = TP,

15)

which completes the proof. ]

APPENDIX B
PROOF OF TECHNICAL LEMMAS

Lemma 4.1: If we choose the weights w,s as in equation (7), then

5> wor (IT=s Poori ()

O'IESn,a
K N K

=11 > wor II Poory(s) | = 11 Po', (x1,)
i=1 \oleSn. o jEL, i=1

where o} : Z; — {1, ..., K'} is the labeling o’ restricted on Z;. The weights w, satisfy the following equation:

—1
w0 = (o)) A Forall o= ()] =

and zero otherwise.
proof of Lemma 4.1: Recall that

1
- - - if |Z,NZ! =n
PSS oo = s == o swooe LRI oL B
0, else
and
-1
Ay i [ 6] =y
Wy = gLy K

With a slight abuse of notation, let o be the mapping o’ restrict on Z;, that is,
oL = {1,...,K}, 0;(4) = o(j), Vi € T;.

Then we have
K
=T wo;
i=1

and

Y wor [ IT Pooriy ()
i

0'E€ESn,a
K
= > Hw,, 1L IT Poori ()
0'€Sn,a \i=1 i=1j€Z,;
= ng 11 Poorin (@)
’ESn o« = JEL;
> ) ng | RBIED
01 E€Sny by O €Snpc by JEL;
K
=II{ > wo II Pociiy (@)
i=1 \0/€Sn, b,  JEL;



Lemma 4.3: Let Py, (x7,) be the mixture defined on 7, as described before, and P2 be the i.i.d. extension of single-letter
distribution P;.;. Then as n — oo,

m Py, (x1,)
PO,b,i IOg S®n v > n; (D (Mo(bl) le;i) + 5) — 0.
Pl 7 I(mIi)

proof of Lemma 4.3: Recall that

P ()2 | Y wor [ Poorisy ()

ggesni,bi JETL;
where
(71)’ if ‘(Ui)_l (J')‘ = n;j
waé = Mglseens niK
0, else.

WLOG, we assume Z; = {1,...,n;}, and omit the subscript Z; for convenience. Also, we use Py,5; to denote the product

measure defined on Z; :
]PO;U;; £ H PO;O’,E(j) (1'])

JEL;
( therefore P (x7,) = Wy Py.or. ) Now, (4.3) can be written as

O,brL i (2 L

aéeS"i-,bi ) )
iy, §log 7135? ) > n; (D (Mo(b;) || Pri) + ) (16)

7 (Pm‘l) (Xm)
By, (X™) (Mo(bs))®™ (X™) (5) ( 6>

=P <1 +1 >n; | = ) +ni [ D(My(b;) ||Pr;) + = 17
0,b; { 0g (Mo(b;))®mi (Xm0) 0g (Pf?in’) (Xm) i\ 5 n (Mo (i) || Pri) 2 (17)

. B (X) OO\ p [ (M) (X7 )P + 2
<P07bi{lo (Mo(b))(@"l(X"i)>nl<2)}+PO’bi {lg (PEMY (X) > Z<D(M0(bz)||P1;z)+2>}' (18)

(1) 2)

We claim that both (1) and (2) converge to 0 as n — co. Before continuing the rest of the proof, we first sketch our strategies
of bounding equation (18).

Bounding term (1) : The idea is constructing a high probability set, actually exact the typical set, and show that every element
in this high probability set satisfies the inequality. The key observation here is that the typical set with respect to i.i.d. measure
(Mo (b;))®™ is also a high probability set under the measure PgY .

« First, find a typical set 7" ((Mo(b;))®™), such that
o Then we show that with properly choose &', we have the following fact:
P 5
Vo™i € T, log 22 (z™) < (m) ;
(Mo(b ))@m ( ) 2
and hence concludes the vanishing probability of (1) as n — oo.
Bounding term (2) :
o Observe that the second part of (18) can be rewritten as

n;

Zf ) > Epp,. f(X)] + g , where f(-) is the LLR.

However, since P, is not product measure, we cannot apply law of large number directly.

« Fortunately, leveraging the fact that Pyt is close to i.i.d. distribution (Mo(b;))®™¢, we are able to show a variant of
weak law of large number, and thus prdve (2) is vanishing.

Part 1 (Bounding term (1)): Consider the ¢’-typical set under (Mq(b;))®™ defined as below:

T 2 {@ € XM | |n(aglz) — Mo(bs)(ag)| < 8 Mo(bi)(ar)}-




Fact B.1: According to the AEP, we have
Vo € 7:5(/711)’ 27niH(JWO(bi))(1+5') < (Mo(bl))@)m ($) < 277”H(M0(bi)(175,)
Fact B.2: The cardinality bounds gives us

‘T(nl < 2n71H(1VIo(bi))(1+5,)

Then, according to Lemma A.1, IE”O;(,;{T;(,""’ } — 1forall & >0 and k € {1,..., K}. Thus we have the following fact:
Fact B.3:
PR, AT = Zwa;Po;o;{T(,n")} — 1, as n; — oco.

That is, for any v > 0,
m {T(n7 } > 1 _ ,%

as n; large enough.
Second, we show that under nglbi, AEP also holds. Let x,x’ € T(,ni), then one can always find a permutation 7 :
{1,...,n;} = {1, ...,n;}, such that

dp (@, ®}) < 2n;8', where ) £ (2 (1), ., T (.-
The is because @, 2’ € 7,™) implies
m(ael@) — m(aga’)| < |m(acl@) — Mo(bs)(ar)| + |m(acla’) — Mo(bs)(ar)| < 20"Mo(bs)(ax),
so there exists a permutation 7 such that

d
dy (@, @) <n; Yy |m(ade) — m(alz’) \<n7225M0 i) (ag) = 2n;6'.
=1 =1

Observe that

]P)O;O'(w) _ PO;U(l)(xl) 'P0;0(2)(x2)"'PO;J(K)(xK) < ( PO;i(af) )27”6 2 Ani&’
PO;(T(:B;—) PO;U(I) (IT(I)) : PO;G’(z)(‘TT(2)) e PO;U(K) (IT(K)) T \Gdbm PO;j (am)

19)

Note that A > 1. Now we claim the same bound also holds on the mixture measure Pg“bi => wgg]P’o;,,;. The reason is that

because the weights Wy, We construct is uniform, it is permutation invariant. That is, for all permutation 7,

P() b; :E'r Zwa/]P)O e m‘r Zwa’or_l]P)O ol O‘r_1 ) = Zwagpo;a; (w) = P(;Tllh (Zl?), (20)

where the third equah (y holds due to the mixture measure is permutation invariant. Therefore, according to (19) and (20), we
have for all x,x’ € T

Piy(2) _ Poy (@) _ Loywolori(@)

PP, (x) Py, (xh) Yot WorPosor () — '

Similar results hold for the lower bound A~"i%", Again, we write it as the following fact:
Fact B4: For all z,x’ € 73(,7”)

/ P* (x /
Afnié S (r)nb ( /) S Anié
Po,bi(w )

According to the cardinality bound (fact B.2) and the probability bound (fact B.3), we obtain for any ~ > 0,

1—n< ng (nl Z m ‘T(nz min Prn ( )Amé/ < 27L,-H(1V10(bi))(1+5/) min Pm ( )An,;é/
)b €Ty (ns) mET(n i)
I x
Rearrange the equation, we obtain
mln PO by ( ) > 2771,;H(M0(b7;))(1+5’+5/ log A+0(1)). 1)

9367'

Similar trick can be used to give an upper bound on max 2T Py, (x).



Fact B.5: for all z, @' € T{™,

2—niH(1\/[0(bi))(1+6'+§/ log A+o(1)) < Pénb(w) < 2—n¢H(M0(bi))(1—5/—6' log A+o(1))

Finally, according to Fact B.1 and Fact B.5, we see that
P,

Vo e T, log (o)) (x)

<n;8' (2 +log A) + o(n).

Choosing §’ < we obtain that

)
442log A

| Py 5
VY € 7',7“), log —— i 4y < p, (> ,
B g @ =

for n; large enough. Also, for n; large enough, Py, {T("‘)} — 1; hence we conclude

pi {2 (2) ) o

Part 2 (Bounding term (2)): In the second part of the proof, our goal is to give a similar result as law of large number
under the mixture measure: ®
1 1og Mo(Bi)®r

niy P
n; Plg_;m (X™) = D (Mo(bs) || Prys) -

Note that the mixed measure Pg%, has identical marginal distribution My (b;). Rewriting the above equation, it is equivalent
to prove

1 )
Pyy, § — Z J(X5) > Exonym [f (X)) + (" 0. (22)

(MO(

where we denote log )() as f(-) for simplicity. Although X" ~ Pg% ~is not ii.d. measure, we can still apply

Chebyshev’s inequality on (22) and obtain a similar result. Hence it suffices to show that Var (% Z (X )) — 0. Notice
that

Var | 23" 70 | = Varcoane) GO + 5 30 Cov(f(X0). f(Xn)).
j=1 ¢ i gme{l,. K}

and thus we only need to show that for all j,k € {1,...,n;} such that j # k, Cov(f(X;),f(Xx)) — 0 as n — oo.
This statement is intuitively true, since the pairwise dens1ty of X;, X}, converges to 1ndependent distribution, and hence the
covariance must converge to 0. In the below we give a proof. First, note that the single-letter marginal distribution

Px, = Px, = My(b).

With a slight abuse of notation, we omit the subscript ¢, denoting as My(b) = (b1Po.1 + ... + bx Po.x ). Now, consider the
joint density between X;, X; are

Z b zla -~-axni) = Z Zwopo;a(xla '--azni)

zl#),k z £,k O
( I L) (oo 20mis)
= > nlnzf nn; =S Poe(X5) Pon(X0) + ) n”’(""nlfl: )M Poyo(X;) Pose(Xk)
Lme{l,..., K} t#m MLy MK led{1,..., K} Milsee MK

Since we have n;; = n;b;, rewritting the above equation, we obtain that the joint density between X, X}, is

NgNim
P(X;, Xx) = ————— Po.o(X;) Po.n (X
(X5, Xi) Z ni(n; — 1) 0:¢(X5) Posm (X))
Lme{l,..., K} {#m
= Z . _lbfmeO;ﬁ(Xj)PO;m(Xk)+ Z 7714 1 bgR]g(Xj)Po;m(Xk).
emef{l,..., K}, t£m " Le{l,... . K}:be£0
Besides, the product of marginal distibution of X, X}, is
P(X;)P(Xy) = Mo(b)(X;) M =" bibim Poo(X;) P (Xi).

m



Bound the covariance as below:

|Cov (f(X;), f(Xi))| = [Ef(X;5) f(Xk) — Ef (X5)Ef(Xy)]

=| > (P, Xx) = POXG)P(Xk)) f(X;) (X))

X5, Xk

X, X \t#m " £:b,#0

1> (> - l_lbeme(Xj)P(Xk)+ > %i/lbﬁbfp(xj)za(xk) FX)f(Xk)

1
maxg:p,£0 3, + 1
n; — 1

IN

2

D bebm P(X5) P(Xi) f(X5) f (Xi)
£,m

1 1
maxjy. —+1 maxy. = +1
-9 OREbA0 p, T AREbA0 p, 7 D (My(b;) HP1§i)2 -0,

(]EX~M0(b)f(X))2 =2 |

n; —1 n; —1

as n; — 0o. Applying Chebyshev’s inequality, we establish (22), and thus concludes the proof of part (2).

Lemma A.1: Ve, >0 and Vo € Sy, a,
Boso (X" D (I [| Mo (@) > e} < 277 (en™ 5 Goslm D ortlog(nic 1)
Proof: Recall that we denote nay, as ny.
Poo {X™: D (Ixn | Mo (@) > e}
= > Po.o {T0(V)}

VEP,:D(V ||Mo(ax))>e€n
K
= > LI P AT, (U}
(U1, s Uk )EPpy Xooo X Py et k=1
D(Zk ap Uy | Mo(a))>€n

< Z ﬁ 9—n&D(Uk || Po;r)

(U1, s Uk )EPy Xooo X Pyt k=1
D(X Uk || Mo(e))>en

_ Z 9= 2 ar DUk || Po:k)

(U1, Uk )EPny X=X Prpe
D(Zk apUy ||Mo(o<))>e71

By the convexity of KL divergence,

> arD (Uk||[Pow) > D (Z Uy
k k

ZakPo;k> =D (V| My () > €,

k

SO we obtain
Po;a {Xn : D (Hxn HMO (a)) > En}

SR SEE
(U1, Uk )EPny X=X Py
D(X, axUs || Mo(er))>en

K
< (H m) g e
k=1

< 2—n(en—%(log(n1+1)+~~+log(nK+1))) )

Lemma A.2: Let R € P,, and define the region .Agg) £ {z": D (U |R) < €,} € X™. Then for all 0 € S, q,



K
P {Ag’ )} < (H IPnkl> 9=nDy — 9—n(Dito(1))

k=1

where D = min a1 D (U ||Pia) + - +axD (Uk | Pr.k) -
UEPn X=X Pn,
D(a"U ||R)<en

Note that here we use aTU to denote 22{:1 o Up.
Moreover, if lim ¢, — 0, then we have
n—oo

lim DZ: min OélD(Ul HP171)++CEKD(UK ||P1’K) (14)
oo UE(Px)~
aTU=R

Proof:
Part 1: Observe that

Py, {Ag)} =Py, {X": D (Ilx« |R) < e}
= > Po {T0(V)}

UkePnk:
D(X, axUy ||R)<en

K
= > 11 e AT, (U}

Uk€Pny: k=1
D(X, awUs ||R)<en
< Z 912 ak DUy || Prik)
Uk €Pny:

D(3, Uy ||R)<en

D
Ur€Pn,,:
D(ZkakUk”R)SEn

K
S <H |Pk> 27’rLD:l S 27’!7,([)2‘#0(1))7
k=1

where the last inequality holds since the cardinality of type is sub-linear in n.
Part 2: To show that

lim D) = min ayD(Uy[|Pra) +--- +agD Uk |[Pix), (23)
n—oo UE(P,\»)K
aTU=R

we observe that
{Uk €Pn, | V=" aylUs, D(V|R) < en} — {Uk €Px|R= ZakUk} :
k k

once €, — 0, due to the fact that D (V ||R) =0 <= V = R. More rigorously, define
A 2(U € Py, x - X Ppy | D(@TU||R) < €},
and A* £ {U € P¥ | a™U = R}.

Then we claim that

A" = ﬂ closure(U A,

>0 n>i
1) "C" part: VU* € A*, one can always find a sequence Ui, Us,...,Uj, ..., such that {U;} — U™, and U, € AW (for
example, rounding U*). Therefore, {U;},~; guarantees U* € closure (|, ; A™).

2) "D"part: VU ¢ A*, D (a™U HR £ (> 0. Hence there exists M large enough, such that U ¢ closure (Upsnr A(")),
by the fact that ¢,, — 0 and the continuity of KL-divergence.



For notational convenience, define the function

D(U) = D(Uh,....Uk) £ apD (Ug || Pr) -
k

Therefore, we have

D} = min DU) > min D(U).
UeA(™) closure(U < ,, A(""))
This implies
liminf D} > min DU)=min D(U).
nreo N.so Closure(Uk>n 'A(k)) A

On the other hand, suppose ming- D(U) = D(U*), U* € A* (such U* always exists since A* is a compact region in
RE*d) Then there exists a sequence {U;} — U*, such that U; € A®). Hence for i, we see that
D; = min D(U) < D(UL),
A 3
and thus
limsup D} < lim D(U;) = D(U*) = min D(U),
i—00 i—00 A*

which completes the proof.



