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Abstract—The problem of extracting categorical data via noisy
histogram queries is investigated. The considered data set is a
collection of n items, each of which carries a piece of categorical
data taking values in a finite alphabet. Data analysts are allowed
to query the data set through a curator by specifying a subset
of items and then obtaining the histogram of the queried subset.
The (unnormalized) histogram released by the curator, however,
is perturbed by some additive noise with maximum magnitude 4,,.
The goal of the data analyst is to reconstruct the categorical data
set such that the Hamming distance between the reconstructed
and the actual one is smaller than a tolerance parameter k,. In
this work, we explore the fundamental limit on the minimum
number of queries 7, required for the analyst to reconstruct
the n-item data set within k, tolerance subject to §, noisy
perturbation. We first show that if 6, = O(v/k,,), the minimum
query complexity 7, = O(n/logn), where the achievability is
based on random sampling, and the converse is based on counting

and packing arguments. On the other hand, if 6, = Q(kﬁf“)/ %)

for some ¢ > 0, we prove that 7,, = w(n”) for any positive
integer p. In other words, no querying methods with polynomial-
in-n query complexity can successfully reconstruct the data set
in that regime. This impossibility result is established by a novel
combinatorial lower bound on 7).

I. INTRODUCTION

Extracting information from large-scale data sets plays a
crucial role in many fields including data mining, machine
learning, bioinformatics, etc.. Typically, data extraction con-
sists of two steps: first the data analyst sends queries to the
curator who is in charge of data release, and then the data
curator responds with the corresponding answers. In many
circumstances the data curator only allows certain types of
queries whose outcomes do not depend on individual items,
due to privacy considerations or computational efficiency
limitations. For categorical data, a typical kind of query is
histogram query, where each query is a subset of items, and
the response is the histogram (the number of items belonging
to each category) of the corresponding items. In addition
to constraining the type of queries, the curator may further
perturb the response to provide stronger privacy guarantees.
For example, in [1], histogram query (or called counting query
for binary category) is studied and analyzed as a privacy-
preserving database model. Therefore, in this paper we focus
on noisy responses to histogram queries.

Characterizing the fundamental limit on the number of
queries (termed query complexity) required to extract the data
set is important to both data analysts and data curators. In [2],

the fundamental limit on the minimum query complexity to
precisely extract the entire n-item data set with noiseless his-
togram queries is characterized. The optimal query complexity
was shown to be ©(n/logn), where n is the size of the data
set. Moreover, an explicit construction of the querying method
achieving the optimal query complexity is proposed. However,
for the general setting where the goal is to partially extract
the data set with noisy query responses, the characterization
of the optimal query complexity remains open.

In this paper, we investigate the optimal query complexity
T for partial data extraction with noisy responses to his-
togram queries. The response from the curator is the actual un-
normalized histogram of the queried subset of items, perturbed
by an additive noise with maximum magnitude J,,. The goal
of the analyst is to reconstruct the data set partially so that the
Hamming distance between the reconstructed and the actual
data set is at most k,,. Our main contribution is characterizing
the asymptotic behavior of TF with respect to the size of the
data set n and the two parameters k,, d,, coupled with n:

1) In the regime 6, = O(Vky), T; = O(n/logn), which
is the same as the optimal query complexity for perfect
reconstruction with noiseless responses to queries [2].

2) In the regime 6, = Q(k$ ") for some e > 0, T =
w(nP) for any positive integer p. In words, there does not
exist querying methods with Poly(n) query complexity.

For proving the achievability part (upper bound on 7)),
randomized querying is employed. In each query, the items to
be included in the queried subset are randomly and uniformly
selected. An upper bound on the probability of failure to
distinguish two different data sets is then proved, showing that
if 6, = O(Vky), Q(n/logn) such queries ensure vanishing
probability of failure. For proving the converse part (lower
bound on T7¥), we first show that T, = (n/logn) based
on a packing argument, extending the proof in [2] to general
On, kn. We then develop a novel combinatorial lower bound
on T} and show that if §,, = Q(k,(LHe)/Z) for some € > 0 then
no method with polynomial query complexity can reconstruct
the data set within Hamming distance of k,.

Related Works: Prior work on categorical data extraction with
histogram queries for generic alphabet .4 was initiated in [2],
where the optimal query complexity of exact reconstruction
is shown to be ©(n/logn) with noiseless responses, and

improved to @(lolgc 7 log 7) when the data set is sparse with




sparsity level k£ [3]. Furthermore in [4], upper and lower
bounds on the pre-constants in the n/logn scaling are also
proved. However, none of the previous works investigated the
setting with noisy responses to queries and partial reconstruc-
tion. Our problem can also be viewed as generalization of
group testing. See Section V1. of [2] for the connection.

Our work is closely related to studies of lower bounds in
data privacy, where the focus is on deriving conditions on the
perturbation level in the response so that no computationally-
efficient algorithms can reconstruct the private data set from
aggregated queries. Binary alphabet (A = {0,1}) is mainly
considered in these works. In [1], noisy response to histogram
query is proven to be differential private with proper pertur-
bation. In [5], it is shown that no algorithm with polynomial
running time can reconstruct a constant fraction of the entire
data set when the perturbation level §,, = Q(y/n). Besides,
when 6, = o(y/n), a polynomial-running-time algorithm is
given, where the query complexity is w(n). In [6], query
complexity and running time are improved to n and O (n log n)
respectively. However, all the reconstruction algorithms [5]-
[8] aim to recover only a constant fraction of the entire data set
(kn, = ©(n)) with perturbation d,, ~ /n, and can be viewed
as special cases in the regimes considered in this work.
Notations: [Ny : Na] & {Ny, Ny + 1,..., Ny} for integers
N; < Ny, and [N] £ {1,2,..., N}, for N € N. Let (-)T denote
the matrix transpose and 1{-} denote the indicator function.

II. PROBLEM FORMULATION

Following [2], we cast the data extraction problem with n
items and T,, queries as a linear inverse problem.

A. Data Set, Queries, and Responses

Consider a data set with n items, labeled from 1 to n. Each
item possesses a piece of data which takes value in a finite
alphabet A = {a1, a2, ...,aq4} and | A| = d. We first consider
the case d = 2, and assume without loss of generality A =
{0,1}. Later in Section VI, it is explained how to extend the
results to general d. Let us denote the data set as * € X,
where X denotes the collection of all possible realization of
data sets. For now, X' = {0,1}"*1.

To address the partial reconstruction criterion, we use the
Hamming distance, formally stated below.

Definition 2.1 (Distance between two data sets): Let x, & €
X be two data sets with items [z ... 2,]T and [Z1 ... Z,]T
respectively. Then, dau(z,Z) = 37 1{z; # Z;}.

Consider T;, queries, each query being a subset of labels in
[n]. Let S; denote the queried subset in the i-th query. The
response to a query is the histogram of the queried subset.
We shall use a T}, x n query matrix Q € {0,1}7»*" to
collectively represent the 7, queries. In particular, (Q); ; =1
if and only if the j-th item is included in the i-th queried
subset. In other words, (Q);; = 1{j € S;}. Hence, the i-th
row q] € {0,1}*™ represents the queried subset in the i-th
query. The responses to the queries can then be represented
as the multiplication of the query matrix and the data-set
matrix (here, it is an n x 1 matrix). It is not hard to see

that the unnormallized response to the i-th histogram query
yi = q]x € [n] and hence y = Qz € {0,1,...,n}T»*1.

To address the perturbation in the responses, we use the £,
norm, formally stated below.

Definition 2.2 (Distance between two response): Suppose
y,y are the responses to two queries. The distance between
them is defined as dresponse (Y, ¥) £ max; |y; — 7l

B. Criteria of Data Extraction

Definition 2.3 (Tolerance in Partial Extraction): The data
extraction task is k-folerable, if the reconstructed data set &
differs from the original one x by at most k, that is,

dgaa (2, 2) < k, VX € X.

Definition 2.4 (Noise Level in Perturbed Response): Re-
sponses to queries is of noise level ¢ if the perturbed response
9 has distance at most § to original vy, that is,

dresponse(y7 ?]) S d.
The goal of the data analyst is to design the query matrix
Q to extract the data set « within distance k,, from the J,,
perturbed response y. Formally, Q has to satisfy the following:

Ve, & € X, dgau(x, &) > ky
- dresponse(Qwa Qi) > 26n (1)

Definition 2.5 (Recoverability): Suppose a query matrix Q €
{0, 1}7»*" satisfies (1) with respect to tolerance k,, and noise
level d,,, then it is called (7, ky,, 0,,)-recoverable.

Definition 2.6 (Optimal Query Complexity): T (ky,dn)
denotes the minimum query complexity for reconstructing a
n-item data set with tolerance k,, under noise level §,,, that is,

o There exists a Q which is (T}, ky,, §,,)-recoverable.

e For all T,, < T, there does not exist query matrix Q

which is (7., kn, 0,,)-recoverable.

For a randomized querying method, the query matrix Q is
randomly selected from distribution Pg. To specify the crite-
rion of successfully extracting the data set under randomized
querying, let us define the probability of failure as follows:

Definition 2.7 (Probability of Failure): For a data set * €
X, the probability of failure Py(x;k,,, 6, ) with respect to the
randomly generated query matrix Q is defined as

PQ {32, deua(T, @) > Ky, diesponse (QE, Q) < 26}

Definition 2.8 ((T},, kn, 0n)-achievable): Given a sequence
of randomly generated query matrices {Q(T"’") | n € N}, we
say it is (T, kn, 0, )-achievable, if

lim max Py(; ky,0,) =0 2)

n—oo xcX
III. MAIN RESULTS
A. Achievability

Theorem 3.1: (Achievability of Randomized Querying)
. (Tnsn) :
Suppose one generates the query matrix Q, j according to
the following distribution:

(Q(Tmn))ij

s,

S Ber (1). 3)



Then, the extraction criterion (2) will be satisfied as long as

T, = Q5547 ) and one of the following conditions holds:

1) k, = O(nf), for some € < 1 and 6, = O(\/k,)

2) Ve <1, ky =w(n) and 0, = O(knl%) for some ¢’ > 0.
Proof. The proof involves finding upper bounds on the

probability of failure. Details can be found in Section IV. m

B. Lower Bounds on Query Complexity

For the converse part, we give two lower bounds in the
following two theorems.

Theorem 3.2: (Packing Lower Bound) Let k, < (155) n
for some € > 0. Then, the following lower bound holds:

n(1—H (5°))
log(n + 1) — log(446, + 1)) @)

T (kp,dpn) = Q2 <

Specifically, when 6,, = O(n%’) and ¢, ¢’ does not depend
on n, then (4) can be further simplified to

T7 (kp,0n) = Q2 (n/logn).

Proof. The successful extraction criterion holds only if for
any two data sets x,x with distance greater than k,, the
queried output Qx, Qzx differ to each other more than 20,
say, dresponse (Qx, QT) > 26,,. Therefore, we cast the problem
into a packing problem. The detailed proof is omitted here and
can be found in Appendix A of [9] m

Remark 3.1: The condition k,, < (156) n for some € >
0 is reasonable. Let k, = n/2 and consider the following
scenario: we simply make a query with ¢; = [1,...,1]T, and
if gJ > n/2, we reconstruct x as & = [1,...,1]T, else we
say & = [0, ..., 0]T. The reconstruction will succeed with high
probability as n grows large enough, by making one query.

The above lower bound is used when the noise level §,,
is relatively small with respect to k,. Next, we give another
lower bound which depends on both k,, and §,,:

Theorem 3.3: (Combinatorial Lower Bound)

T (kns6n) 2 ——5 i””) 6
2 3 () 2 (@) e

This bound is used to prove the impossibility result when
0, is large with respect to k,. Detailed proof is given in
Section V.

C. Fundamental Limit

First, Theorem 3.1 gives us a sufficient condition for recov-
ering the data set by (n/logn) queries. On the other hand,
Theorem 3.2 states that T,, = Q(n/logn) is also necessary for
reconstruction. We combine them into the following corollary:

Corollary 3.1: (Fundamental Limit of Query Complexity)
Under the one of the following two noise-tolerance conditions

o kn =0 (n) for some € < 1, and 6,, = O(v/ky), or

e Ve< 1, kp=w(n), and 3¢ >0, 5, = Ok,
the optimal query complexity is

T;(kna 6n) - @(h)gn)-

Next, following Theorem 3.3, we give an impossibility
result below:

Theorem 3.4: (Impossibility of Poly(n)Query Complexity)
If both the following conditions are satisfied:

. %n Z kn Z 0177,61

m

o 0p =Q(kn?)
where €1,¢€3 € (0,1), and C; > 0, then T} (ky, d,) is w(nP),
for all p € N. In words, there does not exist querying methods
with Poly(n) query complexity that can do the job.

Again, the assumption %n > k, is reasonable due to
Remark 3.1. To prove this result, we utilize Chernoff bound
to derive a lower bound on T (k,,d,), and see that it grows
exponentially fast with n if §, is great enough. The details
can be found in Appendix B of [9].

Remark 3.2: Corollary 3.1 and Theorem 3.4 establish a
sharp boundary 4, ~ vk, of partial data extraction under
noisy responses to histogram queries. Roughly speaking, if
0, < +kn, then the sufficient and necessary condition to
recover data set is T,f = ©(n/logn). On the other hand, if
8n > 'k, there is no querying method with Poly(n) query
complexity can reconstruct data set successfully.

IV. ACHIEVABILITY VIA RANDOMIZED QUERYING

In this section, we give the proof of Theorem 3.1. The proof
involves upper bounding the probability of failure. Due to the
randomized construction of the querying matrix, each entry
is generated in an i.i.d. fashion. Therefore, we first cast the
probability of failure into the central probability of binomial
distribution, and then further upper bound it.

Claim 4.1: Under the randomized query defined in (3), the
probability of failure can be upper bounded by

Pf(w;kna§n)

n n -
< P(t/2 - 26, < B, <t/2+25,)™, (6
_tZk@(/ < By < t/2+26,) (6)

where B; ~ Binomial(t, 1/2).
The proof of the above claim is given in Appendix C in [9].

Continuing the proof of Theorem 3.1, the key is to separate
the summation of (6) into two parts:

-
3 (?)P (t/2 — 26, < B, < t/2+26,)™ +

t=kn

@

(?)P (t/2— 26, < B, <t/2+25,)"". (1)

n

>

t=k*

(i)

Before continuing bounding the probability of failure, we give
a lemma to upper bound the central probability of binomial
distribution: -

Lemma 4.1: Let B, " Binomial(t,1/2), 6, € (0,t/16)
then the following two upper bounds hold:
1) P(t/2—26, < B, <t/2+26,) < %

This bound is used when §,, is small (with respect to t).



2) P(t/2 — 26, < By <t/2+25,) <1— Ze 040/t
This bound is used when §,, is large (with respect to t).
The proof can be found in Appendix D in [9].

Now, we are ready for upper bounding (7).
For part (i) in (7), applying the second bound in Lemma 4.1,
we have
o

>

(?)P(t/Q — 25, < By < t/2+20,)™
t=kn

P (kp/2 — 26, < By, < kn/2+26,)""

k m
n 2 6462
< E _“ _ n
N t=1 (t (1 15 P ( kn ))
2 6452 \\ " .
< _“ _ n
< (1 15 exp < W )) (n+1) (8)

Due to our assumption that §,, = O(\/ky,), 6462 /k,, is upper
bounded by some constant 7 > 0 for sufficiently large n, and
hence

2 6462 2
(l—wexp( kn”>) (1—15exp( )) =&,

for sufficient large n. Note that £ is a constant which does not
depend on n, and is strictly less than 1.

Hence (8) can be further bounded by &7 (n + 1)*”
vanishing probability of failure, T, must satisfy

k*logn
T = Q =
" ( log & )

since ¢ does not depend on n.
For part (ii) in (7), we have

. To get

Q (k" logn), 9)

n

D

t=k*

<Z( ) (k*/2 — 26, < By- < k*/2+26,)™

NCE
mk*

where (10) is due to Lemma 4.1.
To obtain vanishing failure probability,

(?)P(W — 26, < B, <t/2+25,)"

(10)

n+1
T, =Q . 11
<§10g(7rk*) — log(46,, + 1)) (b
Notice that (11) requires v 7k* > 46§, + 1.
In order to choose a proper k* according to (9) and (11),

we distinguish k,, into two regimes:

1) k, = O (n®), for some € € (0,1):
In this regime, k, = O (n¢) and 6n =0 ( 6/2). Hence one
can choose k* such that £* = /) where e+¢’ < 1.

In this case,

©) — T, =0 (n+ log n)

n
(11) = T"Q((6+e’)10gTL/2_log5n)

2) kp =w(ne), for all € < 1:
In this regime, J,, = O (k,(}*e )/ 2), and therefore we can

choose k* such that k* = © (nl_e/) . In this case,

©) = T, =0 (nlfﬁ’ log n)

n
() = T, =9 ((1 —¢)logn/2 —10%571) '

= Q (logn) is

V. PROOF OF THE COMBINATORIAL LOWER BOUND

The proof is complete by noticing that T,
sufficient for the cases in the two regimes.

In this section, we give the proof of combinatorial lower
bound stated in Theorem 3.3.

For notational convenience, let us define the right-hand side
of (5) as 7. Then, the theorem is equivalent to the following
statement:

For any T,, < 7, 3z, € {0,1}",
such that |Qx — Q&| < 24,,.

The main idea of the proof is as follows. Consider a subset .S
of all confused pairs (x, &) differing by at least k,, elements.
After each query g;, one can remove some candidates in S
according to the response. If for every single query, the number
of removed candidates is at most IV, then at least ‘il queries
are needed. We will show that 7 < % Therefore once T;, <
T, there exists at least one ambiguous data x, and hence the
reconstruction is impossible. Moreover, 7 is a lower bound of
T (kp,y On)-

For a data set € {0, 1}, denote an ambiguous data set as
&. We focus on the collection of all possible pairs of (x, &)
which have the same one norm, and differs from each other
exactly k,,’s element, that is,

|l — 2| > kn,

|z — & = kn, and [|z|l, = [|2]:.
Let ¢, & € {0,1}", and define
S, = A{(@, @) | |l — &1 = ks [l = [|2]]1}

:{(ﬂ:,sf:) |71z — &) = 7(—1|x — &) = an}’

where we use (- | w) to denote the unnormalized histogram
of vector w, say, 7(x | w) = (number of x in w) . Define the
collection of all confusion datasets after the i-th query :

Vi2 {(@.@) €S |lai- (@) <2, ).

As long as

Sk |
S Vel
(with a slight abuse of notation, let V, = VN Sy, ), we have

UVC

12)

maxX;e{1,..

|Sk,, | > Tn A max

|VC| > Z Vel >




due to union bound. Notice that

Tn Ty
= UV#S = [Vi#0,

=1 i=1

T,
|J Vil < ISk,

=1

which implies that there exists at least one pair of confusion
data sets (x,&) € Sk, after T,, independent queries. To
complete the proof, all we need is to the following claim:
Claim 5.1:
T < Sk .
T maxieq,.. 1.} |Vl

Proof. First, we introduce
Ti2{jlz; =0,2; =1}, 2 £ {j|3; = 1,2; = 0}

Note that suppose (x, &) € S, , then |T1| = |T2| = k,/2 due
to the fact ||x||; = ||&||1, and ||z — &||; = k.. Then obviously

we have
n n—kn/2\ &
= 2” n .
15| (kn/2> ( /2 )

Let the queried subset corresponding to g be S. The
confusion events {|qr — q&| < 26,,} happen if and only if

ISNTi| = SN Tal| < 26,

13)

(14)

Therefore, to upper bound |V,°|, we have

max |V;°| < max |{ (z,Z) € Sk, ||q-(®— )| > 20, }|
7 q
o | {(z.Z) € Sk, |ISNTi| — SN Ta|| > 26, } |
(15)

By symmetry, it is intuitive that the maximum is attained
when [S| = § (we also give a rigorous proof in Appendix,
see Lemma D.1), and thus (15) is equal to

‘{(:1:7:73) €Sk, IISNT| =S NTa|| > 26, }

= | {@.2) € S, [ ISNTi| - SN T2|| = 6}

6>20,

kn/2 «
2 n/2
e EE ()
a=0 =20, \ & kn/2 —a
n/2—a\ (n/2—k,/2+ «
a—90 kn/24+0—a
Combining (13) and (16), we obtain

| Sk,
maX;e{1,..., T, } |VZC|
. (20) (274
2Tl s, CO) O CEN L)
i )
2 ZZN:/;&L (kiy/2) Z?=26n (](Cyn—/g) (71/g:§g+6)
where (17) is due to direct calculation of binomial coefficient.
This proves our claim. m

(16)

A7)

:T’

VI. EXTENSION

We close this paper by briefly explaining how to extend our
results to the general case |A| = d. Following the formulation
in [2], the data set can be modeled by a matrix X €
{0,1}™*4, and the response Y € {0,1,...,n}T»*4. To prove
the achievability part, we notice that the probability of error
P¢(X; kp,6,) (wrt Q) is upper bounded by P¢(x; ks, 0r);
here we abuse the notation, denoting « € {0,1}" for some
column of X. Hence, Theorem 3.1 also holds for d being
constant with respect to n.

On the other hand, suppose X and X are two data sets
with Hamming distance greater than k,. Then, there exists
some column of X, X, say, &, &, such that daaa (T, &) > Ky /d.
Therefore, the converse results in Therem 3.2, 3.3, and 3.4 hold
for k!, = (%") In particular, as long as d is a constant with
respect to n, the asymptotic behavior remains the same.
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APPENDIX A
PROOF OF THEOREM 3.2

Theorem 3.2: (Packing Lower Bound) Let k,, < (1*6) n for some € > 0. Then, the following lower bound holds:

w1y ('5)) ) “

log(n + 1) — log(4d,, + 1)

T (kp,dpn) = Q2 (

Specifically, when 6,, = O(nl%/) and €, ¢ does not depend on n, then (4) can be further simplified to
Tvt(knv 5n) =0 (Tl/ log n) .

We prove Theorem 3.2 by packing argument.
Proof. (proof of Theorem 3.2)
To reconstruct & successfully, the cardinality of possible input must less than the cardinality of possible output. The number
of possible input (output) turns out to be a packing problem. First, we notice the number of & with distance to x less than &,
is

kn
. i~ n
(@ e 00" Is-alh <kl =3 (7).

i=1

thus the total number of all possible pairs («, &) with distance greater than k,, to each other is
n 2n
|{(IZz € {0, 1} ‘ |£El - 33j| > ky,Va; # iL'JH =k
>it (z)

On the other hand, the total number of possible outcomes is

‘{0,1,...,n}T"|_ n+1\™
(46, + 1)Tn  \ 46, +1

To guarantee successful reconstruction, the number of possible outputs must greater than the number of possible input, hence

we have
n TH.
2 < n+1 (18)
Sk ™ 46, +1

=1 \4q

Now, we give a bound on summation of binomial coefficient: Suppose k& = pn, where p € (0,1) does not depend on n. Then
by Stirling approximation, we have

log ( " ) = nHy (p) + O(logn),
pn
where Hy(p) is the binary entropy function.

n — log (Zfil (?))

Tn 2 log(n + 1) — log(46,, + 1) (19)
n —log (kn (n(lfe)/Q)) 0
~ log(n + 1) — log(44,, + 1) (20)
n (1 — Hy (559) + O(l"i"))
= , (21

log(n + 1) — log(46,, + 1)

where (20) is due to Zf;l ") < ky (,:L) and k, < (15¢) n.

1—e

), and €, €’ does not depend on n, then we have

Tn:Q< “ )
logn

Furthermore, if §,, = O(n =2




APPENDIX B
PROOF OF THEOREM 3.4

Theorem 3.4: (Impossibility of Poly(n)Query Complexity)
If both the following conditions are satisfied:

o %n >k, > Cin2
14eq
° 6n - Q(kn 2 )

where €1,¢€3 € (0,1), and C; > 0, then T} (ky,, d,) is w(n?), for all p € N. In words, there does not exist querying methods

with Poly(n) query complexity that can do the job.
Before we further bounding (5), we give two technical lemma:
Lemma B.1: For n > 2, the following binomial bound holds:

4n < (2n> < 4n
5@2n+1) ~ \n/ = Vmn
Lemma B.2: For 6 < n/2, the following bound holds:

n/2+46 9
> )z (e (5))
k n
k=n/2—6

Now, we are ready to prove Theorem 3.4.
Proof. (proof of Theorem 3.4)

’

1te
We show that as long as k, = Q (n€) and §,, = Q (/ﬂn 2 ), the bound given in Theorem 3.3 is Q(n).

From Theorem 3.3, we know that as long as

(%)

— 2
B kn/2  (kn/2 kn/2  (ky/2 —kn,
2 Za:25n ( a ) 25:2571 (afé) (n/72172a+5)
the data set cannot be reconstructed successfully.
Applying Lemma B.1, we see that

1) (77,72) > Z

Ty

IN

T

)

Vv 5 (n+1) .
—kn, —kn, n—kn
2) (n/;—2a+5) = ((n”ikn)/Q) < m
Thus (22) is lower bounded by
2n—1
5(n+1)
-1
2 <kn 2) Z“: (k:n/2) gn—kn
az2s, N Y 5T, N T Y 5(n—kn)
En /2 -1
e = (5F) 2 ()
2vn+1 a=2s, N Y/ 55, a—90
-1
kn /2 a—28,
_ vV — kn 2_]@” z/: (kn/2> Z <kn/2>
2 Vit 1 a=24 « =0 ¢
Notice that
kn/2 a—28
kn/2 " (kn/2
(%) % ()

6%
2
kn /4428,
< okn _ ( 3 (kn/Q)

G=kn /4—26, J

2 2
2kn/2 (1 — 2exp (—if”))}

< 2k7n _

—

(22)

(23)

(24)

(25)



2 2\ 2
= 4exp <2]j:)4exp <2]j:> , (26)

where (24) is due to the observation of summation region, and (25) is due to Lemma (B.2).
Applying (26), we have
-1
=k 262 252\ ?
23) = Y L oxp(—2) — exp <—>

n—Fa (255) {1 . ( 253)}—1

= —F—=€exXp | — —exp| ——

svntl P\ %, P,
N——

() (b) (©)

As long as n — oo,
D (a) > ﬁ, due to the assumption 3n > ky,
2) (b) = w(nP) for all integer p, due to the fact

exp (2;721) > exp (szf/Q) > exp (C’ln“E?/Q)

n

> exp (plogn) = n?
3) (=1

Combine (a), (b), (c) together, we conclude that as long as T}, polynomial in n, the successful recovery is impossible. ®

APPENDIX C
PROOF OF CLAIM 4.1
First, we use the notation BT(Lll)7 Bg) to denote the independent random variables with distribution Binomial(ny,1/2) and

Binomial(ng, 1/2) respectively. By the definition of probability of failure, Py (x; ky,,dy) is

Py (3, || — ||y > ki, |QT — Q||oc < 20,) 27
=Py | U ez -Qzfw <20, (28)
ZEB; ()
< > P(gz-qz|<25,)" (29)
ZEB;, (x)
=y Z P(|qx — qZ| < 26,)™ (30)
t=k, £€0B:(x
- 1) p® Tn
< _Zk: < )t+rJIr1ta_X_tIP>(’Bt+ B~ ‘ < 2(5n> 31

Here we use Bg(x) to denote the ball centered at & with radius R, and use OBgr(x) to denote the boundary of Bg(x).
Notice that (29) is due to union bound, (31) is due to the fact that each g; is generated according to Ber(1/2). To handle (31),
we give the following lemma:

Lemma C.1: For ty +t, =T, T is even, the following fact holds:

p(|B - B2

(1) (2)
<P (|B1)s - B <9).
where Bt(ll)7 Btf) are independent random variables with distribution Binomial(ny,1/2) and Binomial(ns, 1/2) respectively.

From lemma C.1, we see that the maximum of (31) occurs when t+ = ¢t~ = t/2. For simplicity we assume ¢ even, and
(31) becomes

Zn: <?)IP’ (|8 = B| < 26 ) (32)

Ty
n (1) 2 1
<t)IP’<‘Bt/2 B, — 2‘ gQén) (33)

I
il
M1
3



(]

t — n
‘ 2

n

-1

(’Z)P (t/2 — 26, < B, < t/2+26,)™" (395)

n

t

Il
=

here B, in (33) denotes the random variable with distribution Binomial(¢,1/2). (33) is due to the basic combinatorial fact,
and (34) is due to the fact that our construction of Q is independent.

APPENDIX D
TECHNICAL LEMMAS

A. Lemma D.I

Lemma D.1: Let Sy, ,V;,7T1 and 75 be defined as before. Then

ggﬁ;{(m,@)eskn|||3mm_|sm7al\>25n}| (36)

n?

achieves its maximum when |S| = Z.
Proof. First, let | S| = s, s € [n]. Then (36) becomes

LG n—s s—a\/n—s—k,/2+«
n—kn+1 - - 2
2 ;6;25 <a)<kzn/2—a>(a—5)< kn/2+0 -« )
(o A, () ) ()
Fn /2, K /2,1 — ki (%)

Therefore, maximize (36) is equivalent to maximize (37) over all possible s. After change of variables, (37) becomes

D limj|>26m (kni/z) (knjm) (siai]))
()
Se > ig=n (2 () ()

li—j|>26n
(%)

(37

L k'n_/2 kn_/Q )

[ e, GO0 ( <’z:><z:zn>>
: @ @
br(s)

ag

:Zak - bi(s).
k

One can observe the following facts:

e ay is symmetric to k = k, /2, that is, ar, = ay, —, since one can change the variables (i',j") = (k,/2 — i, kn/2 — j).
e ayj is maximized as k = k,, /2. This can be proved by writing ay in another form:

Sisteras 200 (5) (2t
= i |
(k7o)

and it achieves maximum at k = k, /2. Also, ay is increasing in [0, k,, /2] (and hence decreasing in [k, /2, k,]).
o Forall s €[n], >, br(s) =1.
o For s € [0,n/2), bi(s) is maximized at k* € [0,k,/2); for s € (n/2,n], bg(s) is maximized at k* € (k,/2, ky]. Also,
bi(s) is increasing for k < k*, and decreasing for k > k*.
e bi(s) is symmetric to (n/2, ky/2), that is,
bk(s) = bkn_k(n — S)

o >, ar - by(s) is symmetric to n/2, that is, >, ay - bp(s) = >, ax - bp(n — s).



Now, we are ready to show >, aj - b (s) attains its maximum at « = n/2. For any s € [n], we have

ar - bi(s) =S an - bi(s) + bk(n —s)
Zk: & - br(s) Z k ( > )

k

Consider the equation

b bi(n —
bi(n/2) = ( k(3)+2k(” S)>.
There’s exactly a zero at k = £ € [0,n/2] for all s, and due to symmetry, there’s another zero at k = k, — &. Besides,
bp(n/2) > (b"( )'H’"(” s)) = k,, /2. Therefore we conclude that

bi(n/2) > (bk(S) + l;k(n - s))

for s € [¢, k, — &, and

be(n/2) < (bk(s) + b - s))

for s € [£, k,, — £]¢ (With a slight abuse of notation, we denote [0, k,]\[¢, k,, — &] as [, k, — £]°).
Notice that since bi(s) + bi( )
k(S L — S
;bk(s)zz< . ):1,

k
we have
Y

Now, consider

D an - bi(n/2) = ax - bi(s)
k k
N (T (CEEE)
= > }ak- (bk;(n/Q)_(bk(8)+l;k(n_8)>>

kel kn—§

+ ) ak-<bk(n/2)—(bk(s)+l;k(n_s)>)

keElE kn—¢]°
>0. (39

(39) is due to the fact that ay, > ay,, for all k1 € [, k, — &], ko € [£, ky, — €]° and (38). Since it holds for all s € [n], the
proof is complete. m

B. Proof of Lemma C.1
Lemma C.1: For t; +to =T, T is even, the following fact holds:

p (‘Bu) _B®

)
<]P’(‘BT/2 T/Q‘ <5)

where Bt(ll)7 Bt(f) are independent random variables with distribution Binomial(ny,1/2) and Binomial(ns, 1/2) respectively.
Proof. First, note that for B; ~ Binomial (¢, ), t — B; has the same distribution with B;. Therefore,

(5=

=P (|Bt, 41, — ta| < 0)



:P(tg—égBT §t2+(5)

<P(T/2—6 < Br <T/2+0)
(1) (2)

P (|BY), - BZ,| <0).

C. Proof of Lemma 4.1

Lemma 4.1: Let B; Binomial(¢,1/2), é,, € (0,t/16) then the following two upper bounds hold:

1) P (/2 =26, < By <t/2+26,) < 221
This bound is used when §,, is small (with respect to t).
P(t/2 — 26, < By <1/2+26,) <1— Ze 640/,
This bound is used when §,, is large (with respect to t).
The proof can be found in Appendix D in [9].
Proof.

1) Since P(B; =t/2) > P(B; = k), for all k € [0,¢], we have

P(t/2 — 26, < By <t/2+26,) <(46, + 1)P(B; = t/2)
_ 40, +1

Vit

The last inequality is due to Lemma B.1.
2) For convenience, let ¢,, = 26/,. This is equivalent to show

1
P(B: > t/2+6n) > 1o exp (—1607/1) .

The proof is first given in [10], which involves some elementary estimates. For the sake of completeness, we state it again.
Write ¢ = 2m. We have

o 2m
P(By > m+0,) =2~ Z(m—i—])
26,—1
>2 2m
2 (nrs)

—2_2’”86531 2m\ m m—1 m—j+1
B : m,/m+j m+j—1 m+1

zjﬁwijﬁ (1_ m+z>
()
2% -exp(—867, /m).

For 6,, > ‘F , the last expression is at least 1 5 exp ( =169y, ) For 0 <9, < ‘F , we have

NGD

1 1
P(B; > m +0,) > P(By >m + T) 2 geXP(*l/Q) T

Thus the claimed bound holds for all §,, < m/4.



D. Proof of Lemma B.1
Lemma B.1: For n > 2, the following binomial bound holds:

o (271) oA
Tnt1) \n)°~

Proof. First we consider the two expressions:
2
1335 2n—-12n-1
,,,,,,, " i (40)
4” T 929244 2n—2 2n
N——

(1) (2)
1
=511

FQ( W-1) )
(@n+1) ((2”) ;)2 42)

3

1335 2n—12n—12n+1 L

1999 — . 43

792244 om—2 om U( ) “3)
(1) <s>

By Wallis’s formula, (1) converges to ﬂ, and (2), (3) converge to 1. Therefore, both (41), (43) converge to % Notice that
according to the left hand side of two expressions, (41) is increasing and (43) is decreasing, with the same limit. Therefore

we conclude that
2
2 1 2
2n<( ")) <z (44)
n J 4n T

o\ 1\%_ 2

Since this holds for n > 2, the proof is complete. m

and

E. Proof of Lemma B.2
Lemma B.2: For § < n/2, the following bound holds:

n/2+46

62
2 )z (mme(5)
k n
k=n/2—0
Proof. This is a direct application of Chernoff Bound. Let XZ- Ber(%), € [N]. Applying Chernoff inequality on

X = Zf, X, we have
52
P(X >EX +6) <exp () .
n

Therefore,

n/2+48

2 (1) (e (50))
o (1200 (-2))



